Allure and Windows Server 2003

Thursday, April 15, 2004

IIS6 includes new security features that require additional configuration steps in order for Allure to operate properly. Additional details on the changes in IIS6 can be found at http://www.decus.de/slides/sy2003/08_04/1L02.pdf.

There are 2 options for configuring Allure, each of which are detailed below.

1. Option1 (less secure)

· Change IIS6 to allow all ISAPI extensions to be executed. 

· Open the following screen, select “All Unknown ISAPI Extensions” and then click the Allow button.
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2. Option2 (more secure)

· Create the Allure web service extension and then Allow only the Allure extension to be executed.

· Copy the ALLURE.DLL file to c:\inetpub\wwwroot
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· Create the Allure web service extension by clicking the “Add a new Web service extension…” link. See the screen below for details:


[image: image3.png]' Internet Information Services (115) Manager =8| x|
U9 Fle Action ew Window Help [ISETE|

e [AEXERB(@(2[> 50

) Internet nformation Services
51 SERVERZ0D3 (ocal compute

L FTP Sites

e | stous
B dplesonrs T AlUnaomn 154PT Exersons Proticted
o DefaultApprool Alloy T allUnknown CGI Extensions. Prohibited
b Hsshrepontagep | —— e [ Acive Sever Pages Honed
55 Websies Frotibit o o
5@ ocfat webste | ————1
5 4l s __ Propettes | [ AT Vi 4372

& vocs PBOSMBIMNN . . 5 vice Extension Propesties - Allure: 20

Omaces [ Frontpage Server

3

Sscers | 8] inkemet Data Cor
@
ke

General Reauired Fils |

& Aresarits Server Side Incluc I order for Allre tarun an your 115 Web server, the folowing Fles must

= spret_dnt | E1 Add anew e sevice cotesion, Wetony o Gnabled, Diabing o e e migh: cuse Akt (or ancener
Adneiration Web service extension) £ sop onning corecty
Wicrooftshorcpor | 1 alls l e senice estensions for &

£ Web Service Extensian; | s2ecfic applcafion...

Frohibit all Web service extensions Eies:
@ opentie il Name add
ceentisl Cillnetpublmmroctialure i Alowed

Rerove

)

profibit

b

E3 Cancel Aoy Help

Extended A Standard





· Select the AllureScripts virtual directory/application and change or add the .ICC mapping to use the c:\inetpub\wwwroot\allure.dll ISAPI file.
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